
University of Luxembourg, SnT 
TruX Research Group

Jordan Samhi
Research Scientist

Dr. Jordan Samhi 
jordan.samhi@uni.lu 
https://jordansamhi.com

mailto:jordan.samhi@uni.lu
https://jordansamhi.com


Dr. Jordan Samhi

Mobile Security
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Years of improvement, yet challenges remain
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of you have malware on your 
smartphone 

1%
1

of you have critical vulnerabilities 
on your smartphone

90%
2
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6 billion people own a  
smartphone

71% are Android-based

Sensitive Data
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Android Security
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Bank

Social Medias Sensors Health Data

ContactsPhotos
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High Security Risks
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$10.5 trillion
Cost of Cybercrime in 2025
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500 000
new malware detected in 2023
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android malware
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We need automated 
techniques!
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The mobile threat landscape
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Malware

Obfuscation Fake apps Vulnerabilities

PrivilegesData Exfiltration
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Who are threat actors?
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Our Contributions
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Static Analysis
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Android
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Discontinuity
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onCreate()startActivity()

There is a 
discontinuity!
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Model

1
Analysis

2
Static Analysis
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Static Analysis

Modeling Android apps is 
challenging!
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Call Graph
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Inter-Component Communication
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startComponent1() 

startComponent2() 

…
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Inter-Component Communication
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setAlarm() 

sendSMS() 

…
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Our Approach
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Xwd

https://github.com/JordanSamhi/RAICC

RAICC

ICSE 2021 - Research Track
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Bytecode

Native code

Easy to 
Analyze

Hard to 
Analyze
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Model Construction
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Bytecode Native code

Results are bridged
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Model Construction
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Model Construction

36

A Unified 
Model
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Our Approach
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Xwd

https://github.com/JordanSamhi/JuCify

JuCify

ICSE 2022 - Research Track
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Malicious Code Detection

Implications for Security
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Better Static Code Modeling

Better Code Coverage
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Dynamic Analysis
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Technical Challenges
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Malicious code may 
be dormant

Malicious code may 
be hidden
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Logic Bomb Detection
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1. A reproduction of a static analysis approach 

2. A new approach based on data flow analysis and anomaly detection 

3. A new dataset of Android apps automatically infected with logic bombs
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What is a logic bomb?
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- Is the device in China? 

- Is it March 15th 2024? 

- Did I receive a specific SMS? 

- Is it 3am? 

- Is the device an emulator? 

- etc…
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What is a logic bomb?
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- Is the device in China? 

- Is it March 15th 2024? 

- Did I receive a specific SMS? 

- Is it 3am? 

- Is the device an emulator? 

- etc…
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How to detect logic bombs?

- Too many conditional statements 

- How to discriminate legitimate conditions from 
malicious ones?
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Training
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Training
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Training
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Training
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Training
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What is a logic bomb?
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NORMAL

ABNORMAL

Xwd

https://github.com/JordanSamhi/Difuzer

Difuzer

ICSE 2022 - Research Track
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Difuzer
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A Dataset
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A Dataset
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A Dataset
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Xwd

https://github.com/JordanSamhi/TriggerZoo

TriggerZoo

MSR 2022 - Dataset Track



Dr. Jordan Samhi

Instrumentation
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Dynamic Analysis

How to find 
properties?
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CODE COVERAGE

How do you know 
it is good?
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But, how do you 
do with 

Android?
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Good idea !

But what if you do 
not have access to 

source code?
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BLACK BOX PROBE 
INSERTION
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Any existing tools?
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- They are invasive 

- They write on SD card 

- They are hard to use 

- They modify the app Manifest 

- They add permissions 

- They can alter behavior 

- etc.
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- A novel framework 

- It allows black box instrumentation 

- It is designed to be simple to use and flexible 

- No new permission 

- No invasive behavior 

- No new resource 

- Just log statements
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- Bases on well-established Android analysis framework 

- AndroLog is test independent 

- Analyst chooses how to test the app 

- Analyst chooses how to process logs and generate report 

- Analyst can build up its own log processor 

- AndroLog provides an interface to compute the report
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SIMPLICITY
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- Methods 

- Classes 

- Statements 

- Activities 

- Services 

- Content Providers 

- Broadcast Receivers

And more!

Different levels of granularities
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https://www.youtube.com/watch?v=NEcYg98k_o4
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Challenges of Android Security
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Code Obfuscation Dynamic Code Loading Libraries and Frameworks

Reflection Languages Limited Visibility
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Malware
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Google Play Malware evolve rapidly!

Localization Evasion By hand
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Jordan Samhi
jordan.samhi@uni.lu
jordansamhi.com
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Android Security

 X

Bank

Social Medias Sensors Health Data

ContactsPhotos

 X
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Malware

 X

Google Play Malware evolve rapidly!

Localization Evasion By hand


